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DP for one query/release
[Dwork-McSherry-Nissim-Smith ’06]

C

M

randomized
mechanism

q

a

Sex Blood HIV?

F B Y

F A Y

M O N

M O Y

F A N

M B Y adversary

(Probabilities	are	(only)	over	the	randomness	of	M.)



The Laplace Mechanism
•

[Dwork-McSherry-Nissim-Smith ’06]



Real Numbers Aren’t
[Mironov `12]

•



Properties of the Definition
•

Replace	with	densities	for	
continuous	distributions



Composition & Privacy Budgeting
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Composition for Algorithm Design

Composition and post-processing allow designing more 
complex differentially private algorithms from simpler ones.

Example:
• Many machine learning algorithms (e.g. stochastic 

gradient descent) can be described as sequence of low-
sensitivity queries (e.g. averages) over the dataset, and 
can tolerate noisy answers to the queries. (The 
“Statistical Query Model.”)

• Can answer each query by adding Laplace noise.
• By composition and post-processing, trained model is 

DP and safe to output.



Interpreting the Definition
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Interpreting the Definition
• Whatever an adversary learns about me, it could have 

learned from everyone else’s data.
• Mechanism cannot leak “individual-specific” information.
• Above interpretations hold regardless of adversary’s 

auxiliary information or computational power.
But:
• No guarantee that adversary won’t infer sensitive 

attributes.
• No guarantee that subjects won’t be “harmed” by results of 

analysis.
• No protection for information that is not localized to a few 

rows.



A Bayesian Interpretation
•



•



Variants of the Definition
•



Approximate Differential Privacy
•



Benefits of Approximate DP
•



# Queries vs. Accuracy Tradeoff
•

DP	possible
Membership	attacks	possible

Reconstruction	attacks	possible



Doing Better than Composition
•


