Private-Fair-Greedy: A DP Algorithm for Group Meritocratic Fairness in Contextual Linear Bandits

Motivation & Contributions

Every year, an employer receives K applications for a single position. After hiring their
preferred candidate, the employer observes a scalar reward reflecting job performance.
The employer’s goal is to maximize the total reward over T years, in part by using past
experience to inform their estimate of future candidate performance. We are interested
in finding a private and fair algorithm for this problem.

We model the setting as a contextual linear bandit problem and present
Private-Fair-Greedy, which satishies joint differential privacy and group merito-
cratic fairness: assuming each candidate belongs to a sensitive group, the policy learns
to select the candidate with the best performance relative to the distribution of others
from Its sensitive group.

Problem Formulation

Consider the contextual linear bandit problem with K arms, each corresponding to a
sensitive group. At each time step t € [T, the agent is presented with K feature vectors
D, == { Xy }rew), €ach with associated reward yy; = (Xj, 4, 0%) + i, where X, € R,
0* is an unknown preference vector and nx; sub-Gaussian and zero-meaned. The agent
selects action k; € [ K] and observes the noisy reward yy, ;.
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Figure 1. At each time step ¢, an agent selects an action k; and observes a noisy reward.

Definitions

Relative Rank. The relative rank of a candidate x is Fi((x,0%)), or the probability that
another element from its sensitive group results in lower reward.

Group Meritocratic Fairness: We assume that, for each k£ € |K]|, each candidate X},
is drawn independently from the same unknown distribution Xj. Then, (Xy, 8*) is the
reward distribution for group k with CDF Fi.(y) = P((Xy, 6*) < ). A policy {k;}L, is
group meritocratic fair (GMF) if, for all t € [T] and k € [K],

Fr((Xot, 07)) = Fr({ X, 07)).

Fair Pseudo-Regret: Let T' € N be the time horizon, {k;} L, the chosen policy, and {k;}L,
a GMF policy. Then, the cumulative fair pseudo-regret is
T
R(T) =) (Fi({( X1, 07)) — Fi,(( Xy, 07))) -

t=1

Joint Differential Privacy: Let z; = {ypttier) We say T = {Dy, zihier and T' =
{D;, 2 }rem) are t-neighbors if it holds that (Dy, zv) = (Dy, 2,) for all t # t and (Dy, %)
differ only in a single tuple (X, yx:) for some specific k& € |[K|. Then, a randomized
algorithm A is (g, 9)-jointly differentially private if, for any t, any t-neighboring histories
T and 77, and any set of T'— 1 actions B € [K]' !, it holds that

]P(A(T)_t c B) < QEIP)(A(T/)_t S B) + 0.
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The Private-Fair-Greedy Policy

The goal of the fair contextual linear bandit setting is to design algorithms that learn
to be GMF by minimizing fair pseudo-regret.

The Algorithm

At each time step, Private-Fair-Greedy utilizes past data to compute a private re-
gression estimate of the feature vector, which it uses to privately estimate the rela-
five rank of available candidates. It acts greedily, selecting the candidate with highest
relative rank. Private-Fair-Greedy thus extends Fair-Greedy [6], leveraging differ-
entially private techniques for regression and rank estimation.

We manage the privacy budget by dividing (e, d) between the regression and relative
rank estimation tasks. Our private subroutines each allocate their respective budgets
across T time steps. To justify this two-step, independent division, we rely on a contin-
ual composition theorem that shows that interactive continual tasks share the privacy
guarantees of non-interactive ones [7].

Continually Private Regression

A non-private closed form solution for linear ridge regression is
0;" = (XIEle + )‘Hd)_le—;yl:fa

t
where X Is a regularization parameter. A private version of the regression thus adds
sufficient noise to XX, ; and X,y ;. We define A = [ X117 yir] € R with 4;
holding the top ¢ rows of A. Let M; = A A;. Then, XX is the top left d x d sub-
matrix of M; and Xy, is the first d entries of its last column. To perform a private
regression, we therefore need to maintain a noisy estimate for only M;.

M, = M;+ [X;j ygr [X,;;f yg}, so Mj is an incrementally updated sum of the data
at individual time steps. We therefore use technigues from the framework of contin-
ual differential privacy to minimize noise addition. Specifically, we use a tree-based
mechanism with the ¢* leaf of the tree storing [ X}’ yZ]T X, ; wi| [3,4]. Each node
maintains a noisy sum of the data stored in its subtree. Since any cumulative sum can
be obtained by combining at most m = 1+ [log(T'/2)] intermediate values, we are able

to achieve O(e,,/+/log T') noise for each M; rather than the O(e,.,/v/T) factor offered
by standard (non-continual) composition theorems.

Private Relative Rank Estimation

The non-private relative rank estimate from [6], F.,((Xy.+, 6;)), calculates the mean of
indicator values 1{(Xy ,, 6;) < (X1, 0;)} over a history of length N, performing this
calculation for each arm k € [K] at every round ¢t € [T]. As this is a count query of
1's divided by the known history length, we use the Gaussian mechanism for zero-
concentrated differential privacy to privatize this mean estimation at each time step.

To determine privacy parameter p, for each py-zCDP rank estimation release so that
the total budget (&an, drank) 1S respected across all releases, we employ composition
for zCDP [2]. As indicators are in {0, 1}, the sensitivity of computing the mean over
Ny items is Ag: = 1/N;. We thus use the Gaussian noise parameter o; = \/T/ZNEprank,
where

2
Prank — (\/log(l/érank) + Erank — \/log(l/érank)) .
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We evaluate Private-Fair-Greedy against non-private Fair-Greedy and the standard
“Optimism in the face of uncertainty linear bandit algorithm” OFUL [1] on the U.S. Census
Adult dataset, accessed via folktables. Fair-Greedy optimizes for GMF; OFUL maxi-
mizes expected reward subject to confidence bounds.

We model a sequential hiring scenario where an agent selects a candidate from a pool
of K =4 individuals from different racial groups in each round. The context vectors are
constructed from the individuals’ demographic features. The true reward is based on
the chosen candidate’s potential income, modeled as a linear function of their context
vector. Ground-truth coefficients for the linear function are learned via regression on a
hold-out training set.

The algorithms are evaluated over T" = 50,000 rounds. Private-Fair-Greedy is run with
privacy parameters ¢ = 15 and ¢ = 0.1, with the budget allocated evenly across the
regression and rank estimation tasks.
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Figure 3. Cumulative fair pseudo-regret for each
algorithm over T = 50,000 rounds.

Figure 2. Percentage of times an arm from each
sensitive group was chosen.

Fairness Across Groups.

In Figure 2, the dotted line at 25% represents the expected selection rate per group
under perfect demographic parity given K = 4. As anticipated, Fair-Greedy and
Private-Fair-Greedy closely approximate parity across groups. OFUL, which does not
incorporate fairness constraints, frequently selects arms from one group while neglect-
ing others.

Fair Pseudo-Regret.

Fair-Greedy accrues near-zero cumulative fair pseudo-regret over the horizon, indicat-
ing that it closely approximates an optimal GMF policy (Figure 3). OFUL shows approxi-
mately linear growth in fair pseudo-regret: without fairness constraints, we expect con-
sistent violations of GMF over time. Private-Fair-Greedy exhibits sublinear growth
In cumulative fair pseudo-regret; however, the fair pseudo-regret is much higher than
that of OFUL, suggesting that the noise introduced causes serious degradation even with
privacy loss parameters e = 15,0 = 0.1.
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We extend the Fair-Greedy algorithm for the contextual linear bandit problem to con-
struct Private-Fair-Greedy, which satisfies (g,d)-JDP. We also empirically evaluate
the fairness and performance of Private-Fair-Greedy relative to Fair-Greedy and
OFUL. In future work, we may extend our theoretical results to provide regret analysis for
Private-Fair-Greedy. While we provide one method of privatizing Fair-Greedy, we
recognize there exist additional approaches to implementing continually private regres-
sion and relative rank estimation. The contextual linear bandit setting remains relevant
to high-stakes fields involving sensitive decisions about individuals. We hope developing
private and fair algorithms will continue to enable safe and effective machine learning.
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