
CS2080: Applied Privacy for Data Science
Membership Attacks

School of Engineering & Applied Sciences
Harvard University

February 5, 2025



Null Distributions
If t is a function of the data, it has a sampling distribution.
The distribution that t would obtain if the null hypothesis
were true is called the null distribution.

• If we use the value of t to draw an inference about
the null hypothesis, we call t a test statistic.

• We observe t∗ in some observed dataset X∗ and
reason whether it could have been a draw from the
null distribution.

• If t∗ is unlikely to have come from the null
distribution, we reject the null hypothesis.

• If t∗ could have been obtained from the null
distribution, we fail to reject the null.

• Failing to reject the null, does not prove the null to be
true.
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Inferential Errors
Reasoning from known data to about an unknown
hypothesis is called inference. Inferential errors are
commonly labelled by type:

H0 H1

True True
Fail to Reject H0 Correct TNR Error FNR

Specificity (Type II)
Sensitivity

Reject H0 Error FPR Correct TPR
(Type I) Sensitivity

Specificity

Sensitivity = TPR / (TPR + FNR)
Specificity = TNR/ (TNR + FPR)
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Example

H0 : K-dimensional random variables x and z are both
drawn from a standard Normal distribution with the
same mean, N (~µ, 1).

Then one test statistic is:

t(x, z) = ||x− z||2 =

√√√√ K∑
i=1

(xi − zi)2

Which has null distribution χ2(K).



Example
χ2(K) Distribution with critical values

for δ = 0.1, for i in 1 to 5:
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Netflix Challenge (from last week)
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